mamori.io

Welcome to secure resource access

Remote portal

Access

GUide Access Portal URI: <MAMORI SERVER IP>
Access is authenticated via configured directory and multi-factor
providers

This guide covers :

Pre-requisites

First time portal login — setup 2FA
RDP access

SSH access

Web App access

Secret access

Database Web SQL access
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To follow this guide you will need the following items:
Remote Access
Guide

1. A Directory Account
If you don't have one, then contact your administrator.

Pre-requisites

2. Install the Mamori.io 2FA mobile application
iOS App Store: search for mamori 2FA
Android App Store: search for mamori.io

Note :
When you install the mobile application it will ask you to scan a QR code.
This login QR code is displayed the first time you login to the access portal.



Login to https://YOUR MAMORI SERVER/
with your provided credentials N
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1. Login with your AD credentials

Authenticator Download Drivers License Agreement


https://kjmamori.sgpoolz.com.sg/

Scan the displayed QRCode with the mamori.io mobile app
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Portal Login

2. Scan 2FA QR Code This code will only be shown once.
Please make sure you scan it with your authenticator app on your phone.

Once you have scanned the code above with your authenticator app, click here to log in to Mamori.



Login to https:// YOUR MAMORI SERVER / again with
your credentials and click Accept on the mobile app mamori.o
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3. Login with AD & 2FA

i Waiting for pending
pushmobile/pushmobile authentication

request to complete
Expires in 167 seconds

Authenticator Download Drivers License Agreement Documentation mamori.io



https://kjmamori.sgpoolz.com.sg/
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Remote Access Your 2FA and mobile device registration is complete.

Guide

Next steps in the guide are for connecting to

Remote Desktop

SSH

HTTP/S

Secret

« Database WebSQL Access

Portal Login




Click on Remote Desktops & Connect

If the connect button is not available, then click on request access. mamortio
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§ Mmamori.io Current Server Time: 2023-05-14 10:53 (& DEV v

Reports

REMOTE DESKTOP LOGINS

Manage remote desktops
Access Requests ) Total Remote Desktops: 3

RDP Access

Web SQL &
_ ] Name Remote Login
SSH Logins
Remote Deskiops Q Q
[] Putty rdp://@10.240.0.72 -
. HTTP Resources
1. Login to the access portal []  windb rdp:/omasri@10.240.0.72 (.
Secrets []  windb2 rdp://@10.240.0.72 ()
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SSH Access

2. Launch the desired SSH server

Click on SSH Logins & Connect

If the connect button is not available, then click on request access.
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Reports >
Access Requests )
Web SQL

SSH Logins
Remote Desktops
HTTP Resources

Secrets

SSHLOG

Name

Q

appl_server
appl_server_02
appl_server_03
elk

mserver

IN

Remote Login

Q

ssh://

ssh:/

ssh:/

ssh://

ssh://

root@45.124.54.218

/developer@45.124.54.218

/45.124.54.218

root@10.240.0.93

root@127.0.0.1

Private Key

Q

cluster_ecdsa

cluster_ecdsa

cluster_ecdsa
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Click on HTTP Resources & Connect

Remote Access If the connect button is not available, then click on request access. mamori.io
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I Current Server Time: 2023-05-14 11:08 c DEV v

Web APP
Access

Reports

Access Requests » Total HTTP Resources: 3

Web SQL Y,
: Name Remote URL Excluded from PAC
SSH Logins
Q (All) v

Remote Desktops Q

monitoring https://demo.mamori.io/monitor
HTTP Resources

elk http://10.240.0.93:5601/app/home#/ L]

2. Launch the desired resource Secrets elkDNS http://elk.sandbox:5601/app/home#/ [_:]




Click on Secrets & Reveal

If the reveal button is not available, then click on request access. mamortio
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mamori.io Current Server Time: 2023-05-14 11:12 c DEV v
il SECRETS
Sec ret Access Access Requests) '~~..
Web SQL &
. Name Descripti... Username Host Protocol Type Created Modified
SSH Logins
Q Q Q Q Q Q Q 8 Q 8
Remote Desktops
OracleDBA system 10.240.0 db SECRET 30-Jan-2...
HTTP Resources
prod_multi admin prod.app.... MULTI-SE.. 17-Feb-2...
Secrets prod_part2 admin prod.app.... SECRET 17-Feb-2...
2. Launch the desired SSH server prodServer RDP Login admnistr.. myProdsS.. rdp SECRET 03-Jan-2...




Click on Web SQL & Select Database

mamori.io

mamori.io Current Server Time: 2

Reports

No datasource chosen

Access Requests » mongo44

0193
Web SQL

oracle193
SSH Logins

pg12
Remote Desktops

pgdb1

HTTP Resources
ss2014

Secrets

2. Select the target database

Script Output



Enter Query and Click Run button

mamori.io
mamori.io Current Server Time: 2023-05-1411:10 (¢ DEV v
Reports BACK ° e Fetch 1000 Rows
Bl & oracle193 select * from DEMO.CUSTOMER_PII; -
Access Requests »
select * from SYS.ALL_OBJECTS;
Web SQL select * from ALL_OBJECTS;
SSH Logins
select * from SYSTEM.ALL_OBJECTS;
RS Deskiops select * from PUBLIC.ALL_OBJECTS;
v

HTTP Resources

Script Output Results 1

FIRST_NAME LAST_NAME ADDRESS EMAIL

Secrets

3. Run queries
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X.com

-2099376679 XXXXXXXX XXXXXX XXXXXXX XXOOXOOXXE@XXXXXX . com 106662

Note:
Masking and encryption policies will

apply




